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PARTIES AND CONTACT INFORMATION
	Data Controller
	Data Processor

	[Full name of the organization]
	[Full name of the organization]

	Business Registration Number
	Business Registration Number

	[Business registration number of the organization]
	[Business registration number of the organization]

	Postal Address
	Postal Address

	[Postal address of the organization]
	[Postal address of the organization]

	Contact for Administration of this Data Processing Agreement
	Contact for Administration of this Data Processing Agreement

	Name: [Contact person’s Name(s) and Surname(s)]
Email: [Contact person’s e-mail address]
Phone: [Contact person’s phone number]
	Name: [Contact person’s Name(s) and Surname(s)]
Email: [Contact person’s e-mail address]
Phone: [Contact person’s phone number]

	Contact Person for the Parties' Collaboration on Data Protection
	Contact Person for the Parties' Collaboration on Data Protection

	Name: [Contact person’s Name(s) and Surname(s)]
Email: [Contact person’s e-mail address]
Phone: [Contact person’s phone number]
	Name: [Contact person’s Name(s) and Surname(s)]
Email: [Contact person’s e-mail address]
Phone: [Contact person’s phone number]



DEFINITIONS
1.1 In addition to the terms defined in the running text of this Agreement, the following terms, whether in singular or plural, with definite or indefinite article, shall have the meaning defined below whenever they are capitalized.
Processing
Any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
Data protection legislation
Refers to all privacy and personal data legislation, along with any other legislation (including regulations and directives) applicable to the Processing carried out in accordance with this Agreement, including national legislation and EU legislation.
Controller
A natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the Processing of Personal Data. 
Customer
Party entering into an agreement with Skillster for the use of the simulator and holding the role of Controller.
Instruction
The written instructions that more specifically define the object, duration, type and purpose of Personal Data, as well as the categories of Data Subjects and special requirements that apply to the Processing.
Processor
A natural or legal person, public authority, agency or other body which Processes Personal Data on behalf of the Controller.
Personal Data
Any information relating to an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
Personal Data Breach
A breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data transmitted, stored or otherwise Processed.
Data Subject
Natural person whose Personal Data are Processed.
Third Country
A state that is not a member of the European Union (EU) or the European Economic Area (EEA).
Subprocessor
A natural or legal person, public authority, agency or other body which, in the capacity of subcontractor to the Processor, Processes Personal Data on behalf of the Controller. 
GENERAL
Through the Instructions in this Agreement and a list of possible Subprocessors (hereafter jointly referred to as “the Agreement”), the Controller regulates Skillster’s Processing of Personal Data on behalf of the Controller. The aim of the Agreement is to safeguard the freedoms and rights of the Data Subject during Processing, in accordance with what is stipulated in Article 28(3) of the General Data Protection Regulation (EU) 2016/679 (“GDPR”). 
Any reference in this Agreement to national or union legislation refers to the provisions applicable at any given time. 
OBJECT AND TYPE OF THE PROCESSING OF PERSONAL DATA
The customer utilizes a system (hereinafter "the Service") consisting of simulator software for vehicle education, along with associated web-based systems for managing user administration and monitoring. The Service includes Skillster providing support and service for these systems. Current Terms of Use apply between Skillster and the users who are part of the system. Through the use of the service, Skillster processes Personal Data on behalf of the Customer.
The processing performed by Skillster includes collection, storage, reading, structuring, and deletion of Personal Data.
PURPOSES AND SCOPE OF THE PROCESSING
The purpose of the processing of Personal Data is to verify users and their authorizations to provide them with accurate materials and to store progress in training. Additionally, Personal Data is processed to inform about changes in the Service, as well as to administer and monitor its usage. Users can both independently track their progress and, for users with administrative privileges (see section 5.3 for user categories), administrators can monitor other users in the same organization. Given that the Service is intended for education, users' progress primarily serves as grading basis. Therefore, the processing of Personal Data typically continues even after a user has completed their training and has been marked as inactive in the system. A deactivated user can no longer use the Service, and the processing involves storing the Personal Data to maintain traceability of a user's progress. Such processing lasts for a maximum of six (6) months.

The processing of Personal Data on behalf of the Controller includes:
· Name
· Email
· IP addresses
· School affiliation
The processing includes Personal Data concerning the following categories of Data Subjects:
· Users with administrative privileges, responsible for structuring vehicle education and managing users within their organization, thus having greater access to Personal Data. These users represent the Controller.
· Users utilizing the systems for educational purposes.
OBLIGATIONS OF THE CONTROLLER
The Controller undertakes to ensure that there is a legal basis for the Processing at all times, and to issue correct instructions so that Skillster and any Subprocessors can carry out their duties in accordance with this Agreement.
The Controller undertakes to inform the Skillster without undue delay of any changes in the Processing that may affect the Skillster’s obligations pursuant to the Data Protection Legislation.
The Controller is responsible for informing Data Subjects of the Processing and to safeguard the rights of Data Subjects in accordance with the Data Protection Legislation, as well as to take every other measure required of the Controller pursuant to the Data Protection Legislation.
SKILLSTER’S OBLIGATIONS
Skillster undertakes to only perform the Processing in accordance with this Agreement and the Instructions and to comply with the Data Protection Legislation. Skillster also undertakes to stay informed of currently applicable laws and regulations in this area. 
Skillster shall take measures to protect the Personal Data against all kinds of Processing that is not in compliance with this Agreement, the Instructions and the Data Protection Legislation. 
Skillster undertakes to ensure that all natural persons who work under its supervision comply with this Agreement and the Instructions, and that these natural persons are informed about relevant legislation.
At the request of the Controller, Skillster shall assist the former in ensuring compliance with the obligations pursuant to Articles 32–36 of GDPR, and shall respond to requests regarding the exercise of Data Subjects’ rights pursuant to Chapter III of GDPR, taking into consideration the type of Processing and the information available to Skillster.
In the event that Skillster finds the Instructions to be unclear, in violation of the Data Protection Legislation or non-existent, and Skillster is of the opinion that new or supplementary Instructions are necessary in order to fulfill its undertakings, Skillster shall inform the Controller of this without delay, temporarily suspend the Processing and await new Instructions. 
In the event the Controller provided Skillster with new or amended Instructions, Skillster shall inform the Controller, without undue delay after receiving them, whether the implementation of the new Instructions will entail any changed costs. 
SECURITY MEASURES
Skillster is obligated to take all technical and organizational security measures required by the Data Protection Legislation in order to prevent Personal Data Breaches, by ensuring that the Processing complies with the requirements of GDPR and that the rights of the Data Subjects are protected. Such measures taken by Skillster includes:
· The systems provided by Skillster implement authentication and authorization systems to ensure that different categories of users only have access to Personal Data necessary for their roles and tasks.
· Information containing Personal Data is securely stored in systems with authentication requirements and proper authorization for accessing the information.
· Encryption of information during both storage and transport.
· Capability to restore availability and access to Personal Data promptly in the event of a physical or technical incident, including regular backups and procedures for such restoration.
· Continuous evaluation of the measures taken to ensure their effectiveness.
· Continuously staying informed about new security regulations and implementing appropriate measures in its systems.
Any future or modified requirements for protective measures coming from the Controller once the Parties have entered this Agreement shall be considered new Instructions in accordance with this Agreement.
SECRECY/DUTY OF CONFIDENTIALITY
All natural persons who work under Skillster's supervision shall observe both secrecy and the duty of confidentiality during Processing. Personal Data may not be used or disseminated for other purposes, neither directly or indirectly, unless otherwise agreed.  
All natural persons working under Skillster's supervision who participate in the Processing shall be bound by a confidentiality agreement regarding the Processing. However, this is not required if those persons are already subject to a statutory duty of confidentiality with criminal liability.
Skillster shall immediately inform the Controller of any contacts with the supervisory authority regarding the Processing. Skillster shall not be entitled to represent the Controller or act on behalf of the Controller vis-à-vis supervisory authorities in matters relating to the Processing.
If the Data Subject, supervisory authority or a third party requests information from Skillster regarding the Processing, Skillster shall inform the Controller thereof. Information regarding the Processing may not be divulged to the Data Subject, supervisory authority or third party without the written consent of the Controller, unless the obligation to disclose the information is prescribed by law.  Skillster shall assist in the communication of such information as is the subject of consent or legal requirement.
INSPECTION, SUPERVISION AND AUDITING
At the request of the Controller, Skillster shall without undue delay provide information, as part of its undertakings in accordance with Article 28(1) of GDPR, regarding the technical and organizational security measures used to ensure that the Processing complies with the requirements of this Agreement and Article 28(3)(h) of GDPR.
Skillster must at least once (1) per year review the security of the Processing through a self-monitoring in order to ensure that the Processing complies with the Agreement. The result of this self-monitoring shall be made available to the Controller upon request
The Controller has the right to inspect, or to appoint a third party (who must not be a competitor of Skillster) to inspect Skillster’s compliance with the requirements of this Agreement, the Instruction and the Data Protection Legislation. In connection with such inspection, Skillster shall assist the Controller or the person carrying out the inspection on behalf of the Controller, with documentation, access to premises, IT systems and other assets required to verify Skillster’s compliance with this Agreement, the Instructions and the Data Protection Legislation. The Controller shall ensure that the personnel carrying out the inspection are subject to secrecy or duty of confidentiality pursuant to law or contract. 
Skillster, as an alternative to the provisions of items 10.2–10.3, may offer other approaches to inspection of the Processing, such as inspection by an independent third party. In that case, the Controller shall be entitled, but not obligated, to apply this alternative approach to the inspection. In the event of this kind of inspection, Skillster shall give the Controller or the third party the assistance needed to perform the inspection.
Skillster shall enable the supervisory authority, or other government agency with legal authority, to conduct supervision at the authority’s request and pursuant to the applicable legislation at any given time, even if such a supervision would otherwise violate the provisions of the Agreement. 
PERSONAL DATA BREACHES
Skillster shall have the ability to restore availability and access to Personal Data in a timely manner in the event of a physical or technical incident as defined in Article 32(1)(c) of GDPR.
In considering the nature of the Processing and the information available to Skillster, Skillster undertakes to assist the Controller in fulfilling its obligations in the event of a Personal Data Breach involving the Processing. At the request of the Controller, Skillster shall also assist in investigating suspicions of possible unauthorized Processing of and/or access to Personal Data. 
In the case of a Personal Data Breach that Skillster has been made aware of, Skillster shall, without undue delay, notify the Controller in writing of the incident. In considering the nature of the Processing and the information available to Skillster, Skillster shall provide the Controller with a written description of the Personal Data Breach.
The description shall include:
· The nature of the Personal Data Breach, and, if possible, the categories and the number of Data Subjects affected, as well as the categories and number of personal data items affected.
· The probable consequences of the Personal Data Breach.
· Measures that have been taken or proposed, as well as measures to mitigate the potential negative effects of the Personal Data Breach.
If it is not possible for Skillster to provide the entire description as set out in item 11.3 of the Agreement at the same time, the description may be provided in stages without undue additional delay.
SUBPROCESSOR
Skillster is entitled to hire the Subprocessor(s) listed in the Subprocessor appendix. 
Skillster undertakes to enter a written agreement with the Subprocessor to regulate the Processing that the Subprocessor carries out on behalf of the Controller and to only hire Subprocessors who provide adequate guarantees to carry out appropriate technical and organizational measures to ensure that the Processing fulfills the requirements of GDPR. When it comes to data protection, such an agreement shall entail the same obligations for the Subprocessor as are set out for Skillster in this Agreement. 
Skillster undertakes to ensure that agreements with Subprocessors are terminated, and that they delete Personal Data, which is ultimately processed on behalf of the Data Controller, if Skillster were to cease to exist in a legal or factual sense or become insolvent.
Skillster is fully responsible in relation to the Controller for any Processing carried out by a Subprocessor. Skillster shall, without undue delay, inform the Controller if the Subprocessor fails to fulfill its obligations under the Agreement.
Skillster is granted a general permission to hire new subprocessors and to replace existing subprocessors. 
When Skillster intends to hire a new Subprocessor or replace an existing one, Skillster shall verify the Subprocessor’s capacity and ability to meet their obligations in accordance with the Data Protection Legislation. Skillster shall notify the Controller in writing of:
· The Subprocessor’s name and contact information.
· Which type of data and categories of Data Subjects are being processed.
· Where the Personal Data will be processed.
The Controller is entitled within thirty (30) days of the notice pursuant to item 12.6 to object to the Skillster’s hiring of a new Subprocessor and, due to such an objection, to cancel this Agreement to be terminated in accordance with the provisions of item 16.3 of this Agreement.  
Skillster shall, at all times, maintain an accurate and up-to-date list of the Subprocessors engaged in the processing of Personal Data on behalf of the Data Controller. Upon request, Skillster shall make this list available to the Data Controller. The list shall specifically indicate the country where the Subprocessor processes the Personal Data and the types of processing performed by the Subprocessor.
Skillster shall, when an agreement terminates, ensure that the Subprocessor deletes or returns the Personal Data.
At the Controller’s request, Skillster shall send a copy of the agreement regulating the Subprocessor’s Processing of Personal Data in accordance with item 12.1. 
LOCALIZATION AND TRANSFER OF PERSONAL DATA TO A THIRD COUNTRY
Processing of Personal Data shall primarily take place within the EU/EEA. If a Subprocessor that significantly enhances the product or Processing is not available within the EU/EEA, a Subprocessor in a Third Country may be engaged, provided that the country is deemed to have an adequate level of protection according to the EU Commission.
When Processing Personal of Data in a Third Country, Skillster is responsible for taking necessary measures to ensure that the Personal Data is adequately protected.
LIABILITY FOR DAMAGES IN CONNECTION WITH THE PROCESSING
In the event that compensation for damages in relation to Processing is payable to the Data Subject, through a legally binding judgement or settlement, due to a violation of the Agreement, Instructions and/or applicable provision of the Data Protection Legislation, Article 82 of GDPR is applicable.
Fines in accordance with Article 83 of GDPR or Chapter 6, Section 2 of the Data Protection Act (2018:218) shall be paid by the party to this Agreement that has been levied such a fee. 
If either party becomes aware of circumstances that could be detrimental to the other party, the first party shall immediately inform the other party of this and work actively with the other party to prevent and minimize the damage or loss.  
CONCLUSION, TERM AND TERMINATION OF THE AGREEMENT
The Agreement shall enter into force from the time the Agreement has been signed by both parties and for as long as Skillster Processes Personal Data on the behalf of the Controller.
AMENDMENTS, TERMINATION WITH IMMEDIATE EFFECT, ETC.
Each party to the Agreement shall be entitled to invoke a renegotiation of the Agreement if there is a major change of the ownership of the other party or if applicable legislation or interpretation thereof changes in a way that significantly affects the Processing. The invoking of a renegotiation pursuant to the first sentence does not mean that any part of the Agreement will cease to be in effect, but only means that a renegotiation of the Agreement will commence.
If either party becomes aware that the other party is acting in violation of the Agreement and/or Instructions, the first party shall inform the other party without delay of the actions in question. The party is then entitled to suspend the performance of its obligations pursuant to the Agreement until such time as the other party has declared that the actions have ceased, and the explanation has been accepted by the party that made the complaint.  
If the Controller objects to Skillster using a new Subprocessor, pursuant to item 12.7 of this Agreement, the Controller is entitled to terminate the Agreement with immediate effect. 
MEASURES IN THE EVENT OF TERMINATION OF THE AGREEMENT
Upon termination of the Agreement, Skillster shall, depending on the choice of the Data Controller, either delete or return all Personal Data processed on behalf of the Data Controller. This shall be done within 60 calendar days and without requiring additional financial compensation, unless the parties agree otherwise.
The obligation to delete or return Personal Data does not apply if the Processing of the Personal Data or information is required by Union law or relevant national law where processing is allowed according to the Agreement.
If the Personal Data are transferred, this must take place in an open and standardized format, unless the parties have agreed on another format.
Until the data is deleted or returned, Skillster shall ensure compliance with the Agreement.
The provisions regarding secrecy and confidentiality in item 9 of this Agreement shall remain in effect even if the Agreement otherwise ceases to apply.
NOTIFICATIONS WITHIN THE PURVIEW OF THIS AGREEMENT AND THE INSTRUCTIONS
Notifications regarding the Agreement and its administration, including termination, shall be sent to the respective party’s contact person for the Agreement.
Notifications regarding the parties’ cooperation on data protection, as it applies to the Processing, shall be sent to the respective party’s contact person for the parties’ cooperation on data protection. 
Notifications within the purview of the Agreement and Instructions shall be sent in writing. A notification shall be considered to have been received by the addressee no later than one (1) working day after the notification has been sent. 
RESPONSIBILITY FOR INFORMATION REGARDING PARTIES AND CONTACT INFORMATION 
Each party is responsible for ensuring that the information provided in item 1 of the Agreement is up to date. 
Changes to the information in item 1 shall be communicated in writing pursuant to item 18.1 of the Agreement.
CHOICE OF LAW AND DISPUTE RESOLUTION
Swedish law shall apply to this agreement. 
Agreement which the parties cannot resolve on their own shall be settled by a Swedish general court.
ORDER OF PRECEDENCE FOR TRANSLATIONS
In case of conflict or inconsistency between the original language of this agreement and its translations, the original Swedish version of the agreement shall take precedence over any translated version. The Swedish version is considered the valid version for interpretation and application of the agreement.
_____________
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Controller
[Full name of the organization]
Place and Date: [Provide Place and Date]
______________________________________
Name in block letters
______________________________________
Signature

Processor
Skillster AB
Place and Date: [Provide Place and Date]
______________________________________
Name in block letters
______________________________________
Signature





Appendix 1 – List of Approved Subprocessors
The Controller approves that Skillster engages the following Subprocessors for the processing of Personal Data.
	Company
	Contact information
	Localization of Processing
	Purpose of the Processing by the Subprocessor
	Personal Data that the Subprocessor Processes

	Digital Ocean
	privacy@digitalocean.com
	Netherlands, Germany
	Cloud Service Provider
	Name
Email
IP address
School affiliation

	UpCloud
	support@upcloud.com
	Netherlands, Finland, Sweden
	Cloud Service Provider
	Name
Email
IP address
School affiliation

	MailerLite
	https://www.mailerlite.com/contact-us?category=legal
	EU/EES
	Transaction email service, communicating news about the service
	Name
Email

	Freshdesk
	support@freshdesk.com
	EU/EES
	Support management
	Name
Email
School affiliation

	Slack
	dpo@slack.com
	EU/EES
	Communication channel for support
	Name
Email
School affiliation

	One.com
	https://www.one.com/en/about/contact-us
	Denmark
	Email communication
	Name
Email
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